
 

 

 

CYBER RISK  
Keeping Remote Staff Cyber-Secure During the 
COVID-19 Pandemic 
 

 

The COVID-19 pandemic has resulted in 
unprecedented workplace changes for 
organisations. While the Government 
are encouraging those that can go to 
work to return, those that are able to 
work from home should continue to do 
so. However, having your employees 
work from home can increase their 
vulnerability to cyber-attacks, which 
could result in costly consequences for 
your organisation.  

Recent research has revealed that hackers across the 
globe have been taking advantage of remote workers 
during the COVID-19 pandemic by utilising a variety of 
phishing scams. These scams, which typically appear 
as emails from trusted organisations such as Public 

Health England or the World Health Organisation, trick 
victims into clicking on malicious links—thus allowing 
hackers to infiltrate their devices and access sensitive 
data.  

Internet provider Go Daddy recently announced that 
28,000 of their customers usernames and passwords 
have been hacked. In addition Easyjet plan to contact 
up to nine million of their customers to confirm their 
details have also been hacked. These are just the large 
cases that we have heard about. 
 
We all have many passwords to remember and many 
of us are using the same password, or permutations of 
the same for various websites. If your staff are doing 
this and they are an Easyjet customer then their work 
password could now be in the public domain. 

 
 
 

 

 

 

Remote working can be an open gateway to hackers. 
Remote desktop protocol (RDP), when set up correctly, 
is a great tool for remote working. However, using it 

without multi-factor authentication (MFA) enabled or on 
an insecure network can open the gateway to hackers. 
In fact, in 2019 80% of the ransomware attacks that 
CFC Underwriting dealt with were initiated through RDP. 
 
The following measures should be considered to protect 
your business:  

 
▪ We would encourage businesses to alert their 

employees on potential incoming phishing emails. 
Employees should be trained to spot and manage 
phishing emails. Our Cyber Training Guide is 
available upon request.  
 

▪ Check for existing data breaches. Our IT service 
provider Conquest Wildman Ltd have allowed us to 
share their breach checker Conquest Wildman 
Breach Checker. It allows you and your staff to 
check if your personal details have been leaked in 
any of the previous significant data breaches and if 
your information was compromised, includes a 
background information about the leak and how it 
occurred.  

 

If you or your staff have been breached then you 
should consider changing your password for all 
accounts, including your work account.  
 

You should, quite rightly, be suspicious of any e-
mail asking you to click links! However, if you hover 
your mouse over the link in this email then you can 
see they direct you to the Conquest Wildman 
website, but if you still have concerns then feel free 
to call us and we will confirm the validity of this 
communication. 

https://www.conquestwildman.co.uk/?page_id=380
https://www.conquestwildman.co.uk/?page_id=380


 

 

 

 

   

    
▪ Anti-malware software, IDS/IPS (Intrusion 

Detection/Prevention Software) etc. should be up to 
date. 
 

▪ Use only applications recommended/vetted by the 
business on work devices. Use only applications 
recommended/vetted by the business on work 
devices. On personal devices, users should 
download apps recommended by relevant bodies 
such as the WHO or the government and this should 
be from their official websites. Many of these 
malicious apps can be found in Android stores. 

 
▪ Prepare for operational disruption in advance. Put 

simply, prepare for the worst. As with so many 
cyber incidents, time is of the essence so ensure 
you have an incident response plan in place. And as 
ever, if you believe that one of your employees has 
fallen victim or that you are experiencing any kind 
of cyber event, notify your insurer as soon as 
possible. 
 

▪ Be vigilant. What is becoming clear as this pandemic 
plays out is that cybercriminals are shifting tactics 
daily. If you see something on social media or 
receive an unsolicited email that seems too good to 
be true, it probably is. Aside from learning how to 
spot phishing emails, make sure to do your 
research, use reputable companies, and follow-up 
requests for money or information with a phone call 
using a number from a separate, trusted source.  

 
 
 

If you do not already have Cyber Insurance, then 

we would recommend that you consider adding this 

cover to your insurance program. We would be 

happy to discuss your requirements with you.  

For more information on this product please refer to 

our website at the following link: 

hallsdalecommercial.co.uk/cyber. Alternatively, 

please contact your Account Director. 
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